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REPLY TO 
ATTENTION OF: 



June 12, 2001 



Freedom of Information/ 
Privacy Office 



Mr. John Young 
CRYPTOME 
251 West 89* Street 
Suite 6E 

New York, New York 10024 
Dear Mr. Young: 
References: 

a. Your Freedom of Information Act (FOIA) request of March 29, 2001 for records 
concerning various dossiers. Your request was received in this office on April 1 8, 2001 . 

b. Our letter of April 20, 2001, informing you that additional time was needed to review the 
records and we were unable to comply to the 20-day statutory time limit in processing your 
request. 

We have conducted checks of the automated Defense Clearance and Investigations Index and 
a search of the Investigative Records Repository to determine the existence of Army intelligence 
investigative records responsive to your request. The records are enclosed for your use. 

We have located the enclosed records pertaining to East German Intelligence Services 
Tradescraft, ZF40021 1 W. We have completed a mandatory declassification review in 
accordance with Executive Order (EO) 12958. As a result of our review, information has been 
sanitized from the records and 38 pages have been witliheld in their entirety as it is currently and 
properly classified SECRET and CONFIDENTIAL according to Sections 1.3(a)(2), 1.3(a)(3), 
3.4(b)(1) and 3.4(b)(6) of EO 12958. This information is exempt from the public disclosure 
provisions of the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably 
segregate meaningful portions of the withheld pages for release. Fees for processing this request 
are waived. A brief explanation of the applicable sections follows: 

Section 1.3(a)(2) of E012958 provides that information shall be classified 
SECRET if its unauthorized disclosure reasonably could be expected to 
cause serious damage to the national security. 
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Section 1.3(a)(3) of EO 12958 provides that information shall be classified 
CONFIDENTIAL if its unauthorized disclosure reasonably could be expected 
to cause damage to the national security. 

Section 3.4(b)(1) of EO 12958 provides that classified information more that 
25 years old is exempt from automatic declassification if it would reveal the 
identity of a confidential human source, or reveal information about the 
application of an intelligence source or method, or reveal the identity of a 
human intelligence source w^hen the unauthorized disclosure of that source 
would clearly and demonstrably damage the national security interests of the 
United States. 

Section 3.4(b)(6) of EO 12958 provides that classified information more than 
25 years old is exempt fi-om automatic declassification if it would reveal 
information that would seriously and demonstrably impair relations between the 
United States and a foreign government, or seriously and demonstrably undermine 
ongoing diplomatic activities of the United States. 

In addition, information has been sanitized from the records and the same seven pages 
withheld under the (b)(1) arc also denied in their entirety as the release of the information would 
reveal the identity of confidential sources and sensitive intelligence methods. This information is 
exempt from public disclosure pursuant to Title 5 U.S. Code (b)(7)(D) and (b)(7)(E). The 
significant and legitimate governmental purpose to be served by withholding is that a viable and 
effective intelligence investigation capability is dependent upon protection of confidential 
sources and sensitive investigative methodologies. 

The withholding of information by this office is a partial denial of your request. This denial is 

made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army 
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence 
investigative and security records under the FOIA. You may appeal this decision to the 
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your 
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the 
60 day period, the case may be considered closed; however, such closure does not preclude you 
filing litigation in the courts. 

Coordination has been completed and we have been informed by the Central Intelligence 

Agency (CIA) that their review disclosed information that is exempt from public disclosure 
pursuant to Title 5 U.S. Code 552 (b)(1) and (b)(3) of the FOIA. To aid you in identifying the 
CIA exempted information; we have bracketed it in black. 
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The withholding of the information by the CIA constitutes a partial denial of your request and 
you have the right to appeal this decision to the Agency Release Panel within 45 days from the 
date of this letter. If you decide to file an appeal, it should be forwarded to the following: Ms. 
Kathryn I. Dyer, Information and Privacy Coordinator, Central Intelligence Agency, 
Washington, DC 20505. Please explain the basis of your appeal. Cite CIA F- 1998-0764 
assigned to your request so that it may be easily identified. 

We have also been informed by the Federal Bureau of Investigation (FBI) that two pages are 
denied in their entirety pursuant to Title 5 U.S. Code 552 (b)(1). 

The withholding of the information by the FBI constitutes a denial of your request and you 
have the right to appeal this decision. If you decide to file an appeal, it should be sent to the Co- 
Director, Office of Information and Privacy, U.S. Department of Justice, Flag Building, Suite 
570, Washington, DC 20530-0001. The envelope and the letter should be clearly marked 
"Freedom of Information Appeal" or "Information Appeal". Please cite FBI/PA #424,892 
assigned to your request so that it may be easily identified. 

We are continuing to review records regarding other titles you have requested and will 
respond to you by separate correspondence when our review is complete. 

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677- 
4742. Please refer to case #802F-01. 



Sincerely, 




Russell A. Nichols 
Chief, Freedom of Information/ 
Privacy Office 
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lEHwi 274A 



fi1IBJSC7t Jlmd^r^f* iEjaSAg"^^ - K^»llil«-J(«r Iton »f 




u: 




Assistant Chisf of Staff, 0-2 Q^itAt^ 
Bsadquart«rs» ^tsd Statss iray, Sarope 
AFO 40?, UB Tbross 



1. Fbrwardsd for your infomation* 

2« An ftttectpt was nade to^bt&in additional infozvation fxov 

additional infoiaatlon oould 1m 



5* Rsquest this offioe informed if additional infoznation 
is arallabls or whsn it teoosies available , 



1 Inoli 
AB, 6 Jan 59 (dup) 

Copor famisbsdt 

EUCOH, APO 126, IS itoroM 
DSABKA, APO 230, IB Ptiroas 
CAS 

«302 



?. ir. iSRZis 

Colonsl, OS 
I>iraot<or of Saouritj 
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AGENT REPORT 

<5« 390-320-10) 



1. NAME OF SUBJECT OR TITLE OF INCIDENT 

Espionage in USJLREUB 



>»- REPORT OF FINDINGS 



OOHFIDENTLVL 



?-. DATE SUBMITTED 

6 January 1959 



3. CONTROL SYMBOL OR FILE NUMBER 
H/766/002190 



^ OQNFiDENTli\L 



On 25 December 1958, Confidential Informant G-16, irtio has furnished \j 
reliable information in the past, reported the following informationt 




5" TTPED HAKE AND ORGANIZATION OF SPECIAL AGENT 

JOHN A. BflENMN, 766th ClC Bet 



6. SI6NA7VRE OF SP£CliM-'«GENTr 



^9 



REPLACES «D AGO FORM 3'H, 1 tlUN <» 



7, WHICH Ukyil 



E USED- 



AGL (1) S-Si-1»»M-4»I 



Freedom of Information Act/Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 



Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

S OSC 552 (brtl) SUSC 552 (b) (7) (b) 5 USG 552a % (7) (H) 



It is not reasonable to segregate meaningful portions of the' 
record for release. 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 



□ 



Information originated with another government agency. It has 
been referred to them for review and direct response to you. 



i— J Information originated with one or more government agencies. 
We are coordinating to determine the releasabi 1 ity of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 



DELETED PAGE(S) 
NO DUPLICATION FEE 
FOR THIS PAGE. 
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AGENT REPORT 

iSP 380 320 10 



J. NAME OF SUBJECT OR TITLE OF INCJDENT 



2 D ATE SUBMITTED 

19 May 1959 



3 CONTROL SYMBOL OR FILE NUMBE'* 



4. REPORT OF FlNOlKlGS 



6. TYPED NAME AND OR(5ANlZATION OF SPECIAL AGENT 

mKTSL C. MERRILL, 66th CIC Group 



6 SIGNATURE OF SPECIAL ^IGENT 





OA ,^^°««'S, 341 



56 



^i>niiiii,'niT'i''i" 



SUMMAFv. OF INFORMATION 



DAT£ 

-19 Hay 1959 



PirCPARING OFFICE 



Headquarters, Region lU, 66th CIC Group, APO 757, OS Forces (OFFESBACH) £E~567245/d 



SUBJECT 

Bast Seraan Intelligence - MfS — 




N INDIVIDUAL PARAGRAPH EVALUATION 
OF INFORMATION; 



CODE FOR USE 

OF SOURCE: 

COMPLETELY RELIABLE A 

USUALLY RELIABLE ... . . B 

FAIRLY RELIABLE C 

NOT USUALLY RELIABLE . D 

UNRELIABLE E 

RELIABILITY UNKNOWN F 



CONFIRMED BY OTHER SOURCES 1 

PROBABLY TRUE 2 

POSSIBLY TRUE 3 

DOUBTFULLY TRUE . 4 

IMPROBABLE 5 

TRUTH CANNOT BE JUDGED . 6 
1. 



iP 




SUMMARY OF INFORMATION 



"Date 

19 Jkj 



PREPARING OFFICE 



HtadQuarter g. Region III, 66th CIC Qro^ p , AfO 7S7, PS Fbrcaa (OfFHfflACH) E&. S67?4Vd 



SUBJECT 

Bast 0«zaan Intel ll£;eBio« - MfS - 



CODE FOR USE IN INDIVIDUAL PARAGRAPH EVALUATION 



SUMMARY OF INFORMATION 



1 



OF SOURCE: 

COMPLETELY RELIABLE A 

USUALLY RELIABLE B 

FAIRLY RELIABLE C 

NOT USUALLY RELIABLE . D 

UNRELIABLE E 

RELIABILITY UNKNOWN F 



OF INFORMATION; 

CONFIRMED BY OTHER SOURCES I 

PROBABLY TRUE . . 2 

POSSIBLY TRUE ... "3 

DOUBTFULLY TRUE ... 4 

IMPROBABLE 5 

TRUTH CANNOT BE JUDGED t 



t 

I 



DISTRIBUTION 

1 - 66th Si 



1 - Bag in 



WD ^^°u;°,T^ 568 



SUMMAK. OF INFORMATION 



DATE 



-19 May 1959 



PPiPARlNG OFFICE 



l»adqmrtT8, Region III, 66th CIC group. APO 757> PS ibrcee (OFFmiCH) ££^56724 ^^ 



SUBJECT 



&B-t GTa&n Intelllgeooe - HfS - 



CODE FOR USE IN INDIVIDUAL PARAGRAPH EVALUATION 



OF SOURCE; 

COMPLETELY RELIABLE . 

USUALLY RELIABLE , . . 

FAIRLY RELIABLE , . . . 
NOT USUALLY RELIABLE 

UNRELIABLE .... . . 

RELIABILITY UNKNOWN . 



OF INFORMATION; 

A CONFIRMED BY OTHER SOURCES i 

B PROBABLY TRUE 9 

C POSSIBLY TRUE '3 

D DOUBTFULLY TRUE ... 4 

E IMPROBABLE '5 

F TRUTH CANNOT BE JUDGED 6 



SUMMARY OF INFORMATION 



8 



DISTRIBUTION 



1 - 66th Hq 



1 - B»g UI 



^VVD 'f%I^^' 568 



4 



SUMMARY OF INFORMATION 


DATE - 

15 Hay 1959 


PREPARING OFFICE 

H^ftdquarters, Region III, 66th CIC Grtrap, IPO 757, OS Forces (OlFHSBACfi) K-56724yd 


SUBJECT 

Bast Gexsan Izrtslligsnoe - HfS ~ 


CODE FOR USE lU INDIVIDUAL PARAGRAPH EVALUATION - .- 

OF SOURCE: OF INFORMATION 

COMPLETELY RELIABLE A CONFIRMED BY OTHER SOURCES 1 

USUALLY RELIABLE .... . . B PROBABLY TRUE 2 

FAIRLY RELIABLE . C POSSIBLY TRUE 3 

NOT USUALLY RELIABLE . . . D DOUBTFULLY TRUE 4 

RELIABILITY UNKNOWN ... . F TRUTH CANNOT BE JUDGED ... 8 



SUMMARY OF INFORMATION 



cz 

n 

an 
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C 1 

r J 



1!: 



JTSTTOBtTMON 

1 - 66tti Hq 



M. 



1 - Eeg III 




WD 568 



afliNnnFriiTtaj 



SUMMAR. OF INFORMATION 



DATE 



1? Hay 



PREPARING OFFICE ' 



HcadqtiartTB Region III, 66th CIC group, APO 757, US Foroeg (OFFBSACH) gB-567245/d 



SUBJECT 

last a«xsan Intelliganc* 



- Mf 3 - 



7 



CODE FOR USE IN INDIVIDUAL PARAGRAPH EVALUATION 



O? SOURCE: 

COMPLETELY RELIABLE A 

USUALLY RELIABLE .... . B 

FAIRLY RELIABLE C 

NOT USUALLY RELIABLE . . D 

UNRELIABLE E 

RELIABILITY UNKNOWN F 



OF irjFORMATION: 

CONFIRMED BY OTHER SOURCES 1 

PROBABLY TRUE t 

POSSIBLY TRUE 3 

DOUBTFULLY TRUE 4 

IMPROBABLE S 

TRUTH CANNOT BE JUDGED 6 




3MMARY OF IN' 



J 



1 



DfeTRlBUTION 



1 - 66th Bq 



61 



1 - B«c UI 



WD "f?u;°4T' 568 



SUMMAKf OF INFORMATION 



BATE 



PVc PARING OFFICE 



Region nip 66th CIC Onmp 



Intellix«nc«. - MfS - 




I>-567256/d 



CODE FOR USE IN INDIVIDUAL PARAGRAPH EVACUATION 



OF SOURCE 

COMPLETrty RELIABLE A 

USUALLY RELIABLE .... - . . B 

FAIRLr REUABLE C 

MOT USUALLY RELIABLE . D 

UNRELIABLE ... - K 

RELIABiLITY UNKNOWN 9 



OF INFORMATION: 

CONFIRMED BY OTHER SOURCES 1 

PROBABLY TRUE I 

POSSIBLY TRUE J 

DOUBTFULLY TRUE 4 

IMPROBABLE .5 

TRUTH CANNOT BE JUDGED ...» 

: 




KIIUUARV OF INFOftUATION 





or 
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(Cont'd) 



DISTRIBUTION 



V f ^1 ^ 1 - CIC C«tr*3L 
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1 > B«gioa III 




REGRADE 
BY CDR USA4^SC0M FO&PO 



OF INFORMATION 




ni, 66th CIC Qropp 



P-567256/d 



CODE FOR USE IN INDlViQUAL PARAGRAPH EVAtUATtON 



OF SOURCE: 

COMPLETEVY RELIABLE A 

USUALLY RELIABLE .... • . . ■ 

FAIRLY REUABLE C 

NOT USUAUY R£LIABl.E . . . . D 

UNRELIABLE . . . . • I 

REl-IABILITY UNKNOWN f 



Of INFORMATION: - - 

CONFIRMED BY OTHER SOURCES 
PROBABLY TRUE 
POSSIBLY TRUE 
DOUBTFULLY TRUE 
IMPROBABLE 

TRUTH CANNOT BE JUDGED 




(Cont'd) 



1 - OIC C«Btr»}. g2 



1 * B*cioo in 



BY CDrIiS^&C^ FOt/PO 



SUMMAL.^F INFORMATION 



P^LPAWNG OFFICE 



DATE 



tmgX»n HI. 66th CIC arcmp 





CODE FOR USE IN IWtVtDUAl PARA&RAPH EVAtUATION 



OF SOURCE 

COMPtETtLY RELIABLE A 

USUALtr RELIABLE .... • . . ■ 

FAIRLY RELIABLE C 

NOT USUALLY RELIABLE . . . . D 

UNRELIABLE .... - K 

RCUABILtTV UNKNOWM f 



or INFORMATION: 

CONFIRMED BY OTHEJt SOUntS^ . 
PROBABLY TRUE ......... 

POSSIBLY TRUE , . 

DOUBTFULLY TRUE ........ 

IMPROBABLE 

TMUTH CANNOT BC JUDGED . . ^ 



t 



SUUMAAY OF lWORMATK)N 



-J 
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u 
C 




SUMMAK/OF INFORMATION 



-ITate 



21 Uormher 1956 



PWI ^ ARIMG OFFICE 



R»glon 66th CIC Qrowp 



SUBJECT 



I. 



E*«t GtrBAa Intelligono* - 




CODE FOR USE IN INDIVIDUAL PARAGRAPH EVALUATION 



OF SOURCE 

COMPLETELY RELIABLE A 

USUALLY RELIABLE .... . . • 

FAIRLV RELIABLE C 

NOT USUALLY REUABLE . . . . D 

UNREUABLE .... ...... t 

RELIABILITY UNKNOWN f 



OF INFOFIMATION: 

CONFIRMED BY OTHEJ? SOURCES 1 

PftOBABLY TRUE ....... .9 

POSSIBLY TRUE 8 

DOUBTFULLY TRUE 4 

IMPROBABLE 5 

TRUTH CANNOT BE JUDGED . « 



SUMMARY OF tWORMATION 
(0«Dt>d) 



1 



1 
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farther lAfozwtion 



knows 
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ON To 

BY CDR USA^NSCOM FOl/PO 
Auth Para 1-603 POD 5200 f R 
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BADQDABTSK KOaOW II " 

66tii oouisR niELLicsHai CORPS asoof 

' OlITO STATES ARKT, ITJ80PE 
APO 800 CS ARMI 

XI-56T2U3/f 

aJBJSCTt Bast Otmsft l^tvUlginc* - MfS 4v 



idtb ac Qmp 

APO i5l4> UG An^ 

ATTut OS DlTltlan • Off»uslY« 



!• SEFj^KCNCEt HBadquarters ODeratlon&l H«9ior«ixba^A>y tevlMdy 

31 October 1955* Sub>ctjQ^ ^ ^ /^^rooeduraB) *ad- 

AOMTtor* Operational Maaorandaa 15/55* ^4 RoTmbar 195>> SiibjaottA 

^ - 1 ^ 

2, FOWAEDHJi Ona (l) Sttnawry of Infomation, 5 April 1956, »ub- 
>ot and flla as tbvTB, tvo (S) Agant Baporte, 5 April 195^ and 16 
April 1956, subjaet and fl3» as above^ and one (1) Exhibit. 

3. OnNTK)L 0? DIFCmTIOM: 
a. Souroat Sourc 



o 

en 
en 
to 

CP 



b. BTaluatlora of Souroat Souroa "A" la aTaluat«d "F". 
o* iialationship of Soorea to Targatt Psrsonal aoutact. 



d. Bow lafonsatioa Was Obtaioadt 4. 

•• Iftta iBfematioa tfaa Obtainadt As Bhoni la raporis* 



Oil 

; O 

&> 



f . »ate Xafezmatlos Uaa Baportad to Asantt i9 Xaroh 1956. 
f* pikmr Data Afitaaiinc Aeottraajr sf Zafaniatisiu ftooa. 



C0rrP1BPtMTFjM> 
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mJiCIt iMt 0»nwn Jbtollifitna* - HfS 



) «) 




> Xnelii HZCHUL I, ABaiHAM 

1. 801, ngB XI, 5 Apr $i U Oftl Xnf 

{•3* AR'a» fifn XI, 5 Apr $6* Qniuinriing 

IB Apr $6, w/1 Exhibit 



PISTRTKJTIOKt 
2-CD,66th CIC Group 
1-CIC Obntral File 
l-R»glon XI File 
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5. TYPLD \Ar/E A.-.D ORGANIZATION OF SPICWL AGENT 

n. DI£SNHR 
66th CIC C roup 



6. SIGNATURE OF SPECIAL AGENT 




DA/a°p1.1.341 



REPLACES WD AGO FORM 341. 1 JUN ^ ):,'HICH MAY BE USED. 

REGRADH) 

ON 



BY CDR USaMcC 



AGL Ml 12-5r-I0CM-3O093 



OM FOI/PO 




5. TYPLD t,AM£ AND OSGAfilZATlOrj Of SFEGlAL AGSNT 



RICiLy^D H. DIESl.-ER 
66th CIC Group 



El 



6. SIGNATURE OF SPECIAL AGENT 



DA 1 APR;2 341 REPLACES W3 AGO FOR;.' 3<t, 1 JUN 47, WHICH MAY DE USED 



BY CDR USA,MSC6m FOt/PO 



AGENT REPORT 

(SR 380-3rO-10) 



1 NA^■.l. 0( SUUJICI Oil IIUL Ot ItiLIDLNl 



East German IntoIllg»no« - HfS ' 



2. DATL SUBMl rTLU 

18 April 1956 



J. COriTKOL SYMOOL Of flLt NUMCfft 

II-5672U3 



4 KiPoiT Of nu:j\:i(,-j 

On 18 April 1956, a check of th» Registry, Iteglon II, 66th CLC 
Croup, APO 800, US Amor, and the ,^reT»ml»d the following 

No record. 

V No record. 
No record. 



Information J 




(fnu) MAIER - No record, 

(fnu) BRAON - Sot identif iabla . 



5. TY.'ED NAN^E AKD ORGANIZATION OF SPECIAL AGENT 



KILTON H. WERIJSTBOM 
66th CIC Group 



6. SIGNATURE OF SPlCIAL AGENT 



DA /A°p'J^i3 341 



REPLACES WD AGO FORM 3^1. 1 ^^T, WHICH MAY BE USED. 



^3ff UiAfeCOM FOf/P0 
^-ara 1.003 DOD 0200. tR 
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5 use 552a (b) (7) (0) 
5 use 552a (b) (7) (E) 
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us ?NF^ a&^^TfAL 



JIT X 



E—ZZ- -—i *^' BGN H, 5 APR 56 
ft II-5672U3 , 7X 
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lli^QI7Al»SSS t^aiOfi Till 
AFO 742 18 ASMT 
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^■^nsWi TIXX-127M 



ror %k* 



fOi 



(6th CIC Orovp 
Affli SdeSLIl ft MitBtt 



CIC 

CENTRAL 




a\»0T«, dated 4 wl«y 1954. > 
2. FOBWARDIBi AS «at*d 24 I9M> Stt^Jvet aai fil* M 

5. coirrBoi. OF isros^moH* 

a. Sourcai la X-X06-TIII. .. . 

1>. Svalxtation of Souroat C< 

e, lalatioaahlp of Souroa to far^att Sauraa vaa 4iiB|>aV«i)ii»t 
to target. 

d. Bow Inforaation «aa Obtained %f Soureai I7 iparaoBAl > 
oljaarration* 




a. Sata Sourea Obtaiaad iafonsatloat \$ }Uy 
f . 9ata ifant Kaealvad Xafexiaatloat 20 Xay 1954* 
C* 8tai«a of e*jiat laid t^ndittf in fi«fl«& TXXX* ^ 
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18 1$54* 




t this rvport, vlth^ 



1 iMl 

Al 4U 14 l«a« 54 (5) 
VlK^i* (5) 
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5 use 552a (b) (7) (D) . 
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Freedom of Information Act/Privacy Act 
Deleted Page(s) Information Sheet 



Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 



Information has been withheld in its entirety in 
accordance with the following exemption (s) : 

5 OSC 552 <b) (1) 5USC552 (t>) (7) (D) 



It is not reasonable to segregate meaningful portions of the 
record for release . 



Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 



□ 



Information originated with another government agency. It has 
been referred to them for review and direct response to you. 



□ 



Information originated with one or more government agencies. 
We are coordinating to determine the releasabi 1 ity of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 



DELETED PAGE(S) 

NO DUPLICATION FEE 
FOR THIS PAGE. 
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